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ABSTRACT KEYWORDS
Cognitive warfare exploits not only hostile narratives and Cognitive warfare; civil
disinformation, but the communicative vulnerabilities of preparedness; risk
targeted societies, including low institutional trust, fragmented communication; hybrid
sensemaking, and co-ordination failures. Although communication ~ threats; societal resilience;
is increasingly seen as central to resilience and preparedness, how ic:frg:;:'l:]c'tcjrtéon
communication environments contribute to societal resilience

remains underexplored. This paper addresses this gap by

conceptualising communication readiness as a socio-cognitive

capability of individuals, institutions, and societies to manage

uncertainty, sustain trust, and enable co-ordinated sensemaking

across cognitive, community, institutional, and societal levels under

informational disruption. Drawing on an integrative review of

cognitive warfare, risk communication, and societal resilience

scholarship, the paper proposes a mechanism-based framework

explaining how communication environments shape preparedness

outcomes through exposure, interpretation, affective activation,

social amplification, and behavioural and organisational response.

The framework identifies communication readiness as a core

dimension of civil preparedness and societal resilience, with

implications for defence policy, preparedness planning, and

resilience assessment in cognitively contested environments.

Introduction

Cognitive warfare is increasingly recognised as a central dimension of contemporary
conflict, yet its analytical boundaries and operational implications remain unsettled.!
Whilst strategic debates have progressively shifted from information operations towards
cognitive effects, the prevailing literature continues to approach cognition primarily
through the lenses of influence, manipulation, and psychological targeting.” This has led
to a growing body of work focused on adversarial capabilities, how actors shape
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perceptions, exploit biases, and generate behavioural outcomes, whilst comparatively less
attention has been devoted to the systemic vulnerabilities in the targeted society that
make such influence possible.” Within defence policy and practice, Strategic Communi-
cation (STRATCOM) has significantly contributed to integrating communication into
contemporary security thinking, but it has often prioritised messaging and influence
dimensions rather than the communicative conditions that shape societal resilience
under uncertainty.* This creates an important conceptual gap between communication
as an instrument of influence and communication as a resilience-enabling capability.

In parallel, a distinct and well-established body of risk communication scholarship has
developed within the field of crisis management, addressing how individuals and
societies seek information during crises, process information, and how public insti-
tutions frame risk messages.” This literature has demonstrated that communication is
not merely a vehicle for transmitting information, but a critical infrastructure that
shapes trust, co-ordination, and collective action in high stakes environments.’
Despite these insights, the connection between risk/crisis communication and cognitive
warfare remains largely underexplored.

This disconnection is analytically significant. Cognitive warfare does not operate
solely through the injection of misleading or manipulative content; it exploits pre-exist-
ing fragilities within societal systems such as low trust, ambiguity intolerance, fragmen-
ted narratives, and co-ordination failures.” These fragilities can be minimised or
redressed by capitalising on the lessons learned and illustrated within the realm of risk
and crisis communication research.

Comprehensive security and total defence approaches developed in Nordic countries
such as Finland and Sweden have filled many of these gaps by introducing concepts such
as psychological defence® which refer to the ability of the population to resist disinforma-
tion and influence operations.” This focus reframed defence policy in terms of protecting
collective cognition and ensuring cognitive security, shifting the attention from the act of
influence/manipulation to the factors that enable societal resilience. Although closely
related, these three constructs are analytically distinct: psychological defence denotes
the societal-level capacity, developed within Nordic total defence doctrine, to resist
and recover from information influence operations; cognitive resilience denotes the indi-
vidual and group level capacity to sustain accurate perception and sound judgement
under cognitively contested conditions; and cognitive security refers to the protection
of the cognitive domain itself, the integrity of cognitive processes and decision-making
across individuals, groups, and society. This is distinct from the protection of physical
infrastructure, which lies outside all three constructs discussed here, and from societal
functioning more broadly, which instead falls within the societal resilience construct
developed throughout this article. These concepts therefore operate at different analytical
levels rather than describing the same phenomenon under different names: societal resi-
lience denotes the broadest, macro-level capacity; cognitive security specifies the domain
to be protected; and psychological defence, developed within Nordic total defence doc-
trine, and offered here as the clearest existing societal-level analogue, and cognitive resi-
lience denote, respectively, the societal and individual/group-level capacities through
which that domain is protected. Communication readiness is proposed here as the
cross-cutting communicative capability that underpins all of them. In particular the
concept of communication readiness shifts the focus from militarised frameworks
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typical of the cognitive warfare domain to a framework that emphasises readiness and
preparedness constructed at multiple levels: individual, group/community, institutional
and societal.

Building on this research stream, this paper conceptualises communication readiness
as a core civil preparedness capability and communicative enabler of societal resilience to
cognitive warfare. By integrating cognitive warfare, risk communication, and societal
resilience scholarship, it develops an analytical framework that transfers established
risk communication principles into the cognitive warfare domain and identifies impli-
cations for defence policy, resilience planning, and future research.

The paper proceeds in five steps. First, it reviews how communication is conceptual-
ised across cognitive warfare, risk and crisis communication, and societal resilience
(“what communication is)”. Second, it maps these conceptualisations onto established
communication theories to identify their primary communicative functions (“what com-
munication does)”. Third, it examines the levels at which communication operates
(“where communication operates)”. Fourth, it develops a mechanism-based framework
explaining how communication shapes preparedness outcomes (“how communication
produces outcomes)”. Finally, it discusses implications for defence policy, civil prepared-
ness, and future research.

Methodology

This article adopts an integrative conceptual review'’ to develop the concept of com-
munication readiness as a preparedness capability for cognitively contested environ-
ments. Unlike systematic reviews, which aim to synthesise empirical evidence
addressing narrowly defined research questions, integrative reviews are designed to
connect fragmented bodies of knowledge, reconcile different theoretical perspectives,
and generate new conceptual frameworks. This approach is appropriate because com-
munication readiness spans multiple disciplines that have largely evolved in parallel
and lack a common analytical vocabulary.

The three literature streams were selected because they address complementary
dimensions of communication under conditions of uncertainty and strategic compe-
tition. Cognitive warfare examines the strategic exploitation of communication, risk,
and crisis communication focuses on uncertainty management and trust, and societal
resilience considers communication as a condition for preparedness and adaptive
capacity. Consistent with integrative review methodology, source selection was guided
by theoretical relevance rather than exhaustive coverage. The cognitive warfare literature
was informed by a recent bibliometric mapping of the field,"" whilst the remaining litera-
ture was purposively selected from foundational academic contributions and authorita-
tive institutional publications that explicitly addressed communication as a factor
shaping preparedness, resilience, trust, co-ordination, or cognitive influence.

The analytical synthesis proceeded iteratively. First, the literature was examined to
identify how communication is conceptualised within each research domain. Second,
these conceptualisations were compared against established communication theories to
identify common communicative functions. Third, communication was mapped
across four interconnected levels of analysis (cognitive, community, institutional, and
societal) to clarify where communicative vulnerabilities and preparedness capacities
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emerge. Finally, recurring concepts and relationships were synthesised into five mechan-
isms, namely exposure, interpretation, affective activation, social amplification, and
behavioural and organisational response, which together constitute the proposed com-
munication readiness framework. The resulting framework is intended as a theory-build-
ing contribution that organises existing knowledge and provides a foundation for future
empirical validation and operational application.

Conceptual analysis and integrative literature review
Cognitive warfare: communication as influence

The study of influence operations as an instrument of statecraft predates contemporary
debates on cognitive warfare. Historical work on propaganda and psychological warfare
shows that strategic actors shape beliefs and behaviour not through message truth or
falsity alone, but by manipulating broader perceptual and communicative conditions,
such as repetition, framing, selective emphasis, and informational saturation that
narrow critical evaluation and deepen reliance on pre-structured narratives.'” Cognitive
warfare reformulates this logic as direct intervention on perception, attention, interpret-
ation, and decision-making, treating influence operations as antecedent to what is now
conceptualised more broadly as cognitive warfare.'> A convergent psychological strand
shows why: prolonged exposure to threat and emotionally salient stimuli narrows atten-
tional scope, heightens threat sensitivity, and reinforces in-group/out-group polarisation,
leaving populations more vulnerable to simplified, emotionally charged narratives.'*

The intersection between influence operations and the psychological ecology of
conflict has been theorised most systematically through the concept of cognitive
warfare. In this framework, the objective is not only to circulate information or even dis-
information, but to shape the cognitive environment in which information is noticed,
believed, remembered, and acted upon, thereby affecting the mental processes through
which individuals and groups interpret reality.'” In other words, the process is much
more systematic, long-lasting, and even far more subtle than the target audience can con-
sciously perceive, to the extent that it no longer requires the use of language directly
associated with violence. Studies of Russian disinformation and co-ordinated online
manipulation have reinforced this interpretation by showing that strategic campaigns
often seek less to persuade audiences of one coherent falsehood than to saturate, frag-
ment, and destabilise the shared epistemic space on which collective judgment
depends.'® In that sense, cognitive warfare names the strategic integration of influence
operations with the psychological vulnerabilities intensified by conflict.

Empirically, the Russia-Ukraine conflict offers one of the clearest contemporary illus-
trations of this dynamic. Recent studies have documented biased information presen-
tation, strategic framing, reflexive control, agenda influence, bot amplification,
manipulated audiovisual content, and repeated narrative exposure across platforms
and media ecosystems, all of which are consistent with attempts to shape perception,
channel attention, and distort judgment.'” Survey and content-analysis research has
also found reduced fact-checking accuracy, false-memory effects, attributional distor-
tions, and the reinforcement of confirmation bias among exposed audiences, indicating
that influence operations in this conflict are psychologically consequential rather than
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merely informationally visible."® Taken together, this evidence supports the argument
that in contemporary war, influence operations, and psychological effects of conflict
should be understood as mutually constitutive dimensions of cognitive warfare, by treat-
ing these as subordinate elements and framing the cognitive as a higher-order dimension,
which constitutes a theoretical hypothesis put forward by the authors of this paper.

From a neuropsychological standpoint, this relationship becomes even clearer.
Emotionally salient conflict messaging modulates large-scale networks linking prefrontal
control systems with limbic and memory-related regions, which affects how subsequent
information is encoded, prioritised, and evaluated under stress.’ Accordingly, messages
designed to activate fear, outrage, or existential threat do not simply persuade; they affect
the conditions under which subsequent information is interpreted and evaluated, rein-
forcing patterns of cognitive vulnerability and increasing susceptibility to strategic
influence. This is precisely the move that distinguishes cognitive warfare from older
labels such as propaganda or psychological operations: the target is no longer only
opinion or morale, but the broader cognitive architecture through which conflict is per-
ceived, interpreted, and acted upon.zo

Whilst cognitive warfare scholarship has extensively examined how strategic actors
shape perceptions, amplify emotional responses, and destabilise epistemic environments,
comparatively less attention has been devoted to the communicative conditions that
make such vulnerabilities manageable or resilient. This observation creates an important
bridge towards risk communication and societal resilience literature, both of which have
long examined how trust, uncertainty management, and communication coherence
shape collective responses during crises.

Risk communication: communication as uncertainty management

In this article, risk communication and crisis communication are treated as closely
related and complementary fields addressing communication before, during, and after
disruptive events, risk communication with a stronger orientation towards the pre-
event and ongoing management of uncertainty, and crisis communication towards the
acute, in-event phase. Because both examine how communication supports prepared-
ness, trust, uncertainty management, and co-ordinated response, we refer to them
jointly as risk/crisis communication whenever the distinction between phases is not ana-
lytically relevant. Within the crisis governance scholarship, communication has increas-
ingly been conceptualised as a strategic mechanism for uncertainty management,
institutional legitimacy, and collective co-ordination under conditions of stress.*'
Rather than treating communication as a simple information transmission mechanism,
this body of research conceptualises it as a critical emergency support function®* through
which institutions manage uncertainty, sustain legitimacy, and co-ordinate societal
behaviour during crises.”> Furthermore, modern disaster management highlights that
risk and crisis communication constitutes a whole-of-society function through which
adaptive capacities can be built, communicative vulnerabilities reduced, and the active
participation of citizens enhanced.*

These dynamics become particularly relevant in contemporary digital environments
characterised by high informational velocity, emotional amplification, and fragmented
communication ecosystems. Authority dissonance, namely exposure to contradictory
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institutional messaging, can generate uncertainty and reduce trust in official actors.>® At
the same time, narrative capture and selective framing shape the interpretative frame-
works through which individuals perceive risks and assign meaning to events.”® The
heuristic framework proposed by Hansson et al.”” emphasises that communication-
related vulnerability operates at individual (literacy, trust), social-structural (inequality,
digital divides), and situational (crisis uncertainty) levels, influencing preparedness,
and response behaviours. From this perspective, communication vulnerability is under-
stood not solely as a problem of information access, but as a broader socio-cognitive vul-
nerability affecting the ability of individuals and communities to interpret, assess, and
respond effectively to uncertainty.

Psychological and cognitive research help explain why such environments may
increase societal vulnerability. Cognitive dissonance theory suggests that individuals
confronted with contradictory, or threatening information may reinterpret evidence
in ways that reduce psychological discomfort rather than improve risk assessment.”®
Similarly, Kahneman’s ** dual-process model indicates that high-speed and emotion-
ally saturated information environments favour intuitive and heuristic reasoning
over reflective analysis. Focusing on the effects of media and messages’ exposure in
times of crises, the Social Amplification of Risk Framework (SARF) posits that risk
information is filtered and transformed through media, institutions, and interpersonal
networks, amplifying or attenuating public perceptions and responses beyond the
objective characteristics of the hazard.’® These amplification processes can generate
risk contagion, whereby fear, uncertainty, and behavioural responses spread across
populations and stakeholder groups during crises, shaping collective risk perceptions
and crisis outcomes.

Importantly, risk communication literature has also identified mechanisms capable
of mitigating these dynamics. Research on health emergencies and disaster communi-
cation shows that transparent communication, acknowledgment of uncertainty, par-
ticipatory engagement, and trust-centred messaging improve public compliance and
resilience while mitigating the effects of misinformation during crises such as
COVID-19, Ebola, and the Fukushima nuclear accident.”’ Crisis communication lit-
erature places particularly emphasis on the source and medium of the crisis message
to facilitate its elaboration.’* These findings suggest that crisis communication is
mediated by social processes such as credibility and trust in the information
source’ and attribution of crises’ responsibility in line with the situational crisis com-
munication theory.”*

In this respect, risk and crisis communication can serve a co-ordination and stabil-
isation function within uncertain and conflict-laden environments®> provided that the
messages are tailored to the diverse audiences’ capacities and needs, that information
uncertainty is managed in a transparent manner and that messages delivered by insti-
tutional sources remain consistent’® and guided by the core principles of the Crisis
and Emergency Risk Communication (CERC) model namely: be first, be right, be
credible, express empathy, promote action, and show respect.”” Thus, risk communi-
cation offers not only a tool for crisis governance, but a potential operational logic for
strengthening epistemic governance, namely the processes that shape collective per-
ceptions and influence the understanding of a situation within cognitively contested
environments.”®
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Societal resilience: communication as social coordination

Over the past decade, and particularly since the COVID-19 pandemic and the war in
Ukraine, societal resilience has emerged as a central organising principle in Euro-Atlantic
security policy.”® The concept captures the capacity of societies to withstand, adapt to,
and recover from, shocks ranging from natural disasters and pandemics to hybrid
warfare and large-scale military aggression.*” In the Euro-Atlantic context, three frame-
works are particularly influential: (1) the baseline requirements and conceptual framing
of resilience by NATO; (2) the analytical definition developed by the European Commis-
sion, particularly through its Joint Research Centre (JRC); and (3) the Nordic countries’
long-standing “total defence” and civil preparedness models. These approaches illustrate
how societal resilience has evolved into a multidimensional governance paradigm inte-
grating civilian preparedness, institutional continuity, social cohesion, and communi-
cation systems.

For NATO, resilience is both a civil and military imperative. Within NATO doctrine,
resilience functions as a strategic condition of deterrence and operational continuity
rather than solely as a civil emergency management concern. It is anchored in Article
3 of the North Atlantic Treaty, which obliges Allies to maintain and develop their indi-
vidual and collective capacity to resist armed attacks.*' Since 2016, NATO has operatio-
nalised resilience through seven baseline requirements for national preparedness.**

These baseline requirements function as a strategic checklist against three core func-
tions, namely continuity of government, continuity of essential services to the popu-
lation, and continuity of civil support to the military. Thus, they help to assess the
extent to which the civilian systems can support military operations and maintain
societal functioning under crisis conditions. Christie and Bérzina** argue that,
in current highly digitalised societies, three new functions should be added: payment
systems, psychological defence, and continuity of data and infrastructure software.
Even within this functional listing, psychological defence is not itself an infrastructure
to be maintained, but a socio-cognitive capacity to be cultivated, precisely the kind of
capacity that communication readiness; developed below, is intended to specify. Adopt-
ing a comprehensive approach, societal resilience is thus framed as a whole-of-govern-
ment and whole-of-society effort and as a key deterrent especially in times of non-
conventional attacks.** A NATO report on resilience® further highlights resilience as
a systemic property, integrating cyber, infrastructure, and societal systems into a compre-
hensive preparedness framework.

Although communication systems appear among NATO’s baseline resilience require-
ments, they are mainly conceptualised as an infrastructure rather than as a socio-cogni-
tive capability. The EU approach moves beyond this infrastructural framing, treating
resilience as a transnational and multi-level process, linking local, national, and suprana-
tional actors. Co-ordination and solidarity amongst Member States are considered essen-
tial to address cross-border crises.*®

The EU approach expands resilience beyond infrastructural continuity by embed-
ding it within democratic legitimacy, participatory governance, and societal co-ordina-
tion. As expressed by Cataldo et al.*’ “Active citizenship and participatory governance
contribute to resilience by fostering trust, enhancing social cohesion, and enabling
rapid, context-sensitive responses. Preparedness training, psychosocial support, and
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local risk assessments empower communities to act decisively and reduce the burden on
higher-level actors and systems. Civil preparedness and individual resilience capacity are
closely interlinked”. Importantly, this perspective implicitly recognises communication
as a central condition of societal resilience. Trust, participatory governance, and collec-
tive co-ordination all depend on communicative processes. In this sense, resilience is
strictly linked to social and cognitive conditions. The JRC’s CORE model further
reinforces this systemic perspective by conceptualising resilience as an ecosystem
linking governance, civic space, critical services, and societal co-ordination across mul-
tiple levels of society.*®

Whilst NATO and EU frameworks largely approach resilience through governance
and institutional co-ordination, Nordic total defence models embed resilience more
deeply within civic culture, public trust, and everyday preparedness practices.

Nordic total defence models are analytically significant because they institutionalise
communication, trust, and civic preparedness as strategic security functions, rather
than secondary civil-support activities. Total defence assumes that societies must be pre-
pared for prolonged emergencies, that civilian infrastructure must support military oper-
ations, and that citizens play an active role in preparedness, crisis communication, and
co-ordinated societal response.*’

In Finland, the model of kokonaisturvallisuus (comprehensive security) institutiona-
lises co-ordination amongst ministries, municipalities, private companies, NGOs, and
citizens. The national Security Strategy for Society explicitly defines resilience as a
shared responsibility spanning all sectors.”® Sweden revitalised its total defence frame-
work after 2015, reintroducing civil-defence education, preparedness campaigns, and
crisis communication through the Swedish Civil Contingencies Agency. Norway’s civil
preparedness system similarly emphasises distributed responsibility, continuity planning,
and strong local preparedness as pillars of national security.”"

Nordic societal resilience is socially embedded and emphasises public trust and social
cohesion as strategic assets in national preparedness systems.”> Within these contexts,
Sweden has developed the concept of psychological defence, understood as the ability
of societies to detect, resist, and recover from information influence operations that
target public trust, social cohesion, and democratic processes. This approach is particu-
larly relevant for this paper as it operationalises communication readiness as part of civil
preparedness to hybrid attacks and of societal resilience and as a strategic condition of
preparedness and co-ordinated societal response.

What communication does: mapping concepts against communication
theory

Across the three bodies of literature reviewed above, communication has often been
approached through different and partially incompatible conceptual lenses, that is as
an instrument of influence in cognitive warfare scholarship, as a governance function
in risk communication research, and as a cultural and institutional practice in societal
resilience frameworks. This section therefore clarifies how communication has been
theorised across these traditions, tracing a progression from foundational transmission
models through to socio-technical approaches, and identifying the shared socio-cognitive
logic that underlies all three fields.
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Early communication models conceptualised communication primarily as the transfer
of information between sender and receiver. The classical transmission model developed
by Shannon and Weaver™ focused on signal fidelity, encoding, decoding, and the
reduction of informational noise, remains foundational within emergency management
and crisis communication, particularly in relation to alerts, warnings, and rapid dissemi-
nation protocols.

Subsequent theoretical traditions progressively expanded this understanding. Persua-
sion and influence models conceptualised communication as a mechanism for shaping
attitudes and behaviour through framing, source credibility, emotional salience, and cog-
nitive processing.”* These mechanisms are particularly relevant within cognitive warfare,
where communication operates as a tool for narrative targeting, behavioural influence,
attentional capture, and emotional amplification, but have also been used in the
context of risk and crisis communication.’

Speech act theory further extended the communicative dimension of action by
emphasising that language does not merely describe reality, but actively performs
actions within it.>® Strategic declarations, institutional announcements, emergency
alerts, and official directives shape behavioural expectations, authorise responses, and
structure collective interpretation. This performative dimension is visible across all
three literature streams, from coercive signalling and destabilising narratives in cognitive
warfare to evacuation orders and crisis directives in emergency management and prepa-
redness systems.”’

Other traditions foreground the constitutive rather than purely instrumental dimen-
sions of communication. Ritual and symbolic models conceptualise communication as
the process through which societies reproduce shared identities, social cohesion, and col-
lective values over time.*® This perspective is particularly relevant to societal resilience,
where preparedness campaigns, commemorative practices, and recurring institutional
messaging contribute to embedding readiness within civic culture.” Similarly, social
constructionist models emphasise that communication actively participates in the pro-
duction of social reality itself through shared meanings, institutionalised narratives,
and collectively accepted interpretations of risk, legitimacy, and normality.* These
dynamics are central across the three fields: cognitive warfare exploits competing con-
structions of truth and legitimacy; risk communication shapes how publics recognise
and interpret threats; and resilience frameworks rely on the gradual institutionalisation
of preparedness norms and collective expectations.®'

Communication also possesses an important relational and political dimension. Dia-
logic and participatory approaches emphasise reciprocity, responsiveness, and co-cre-
ation of meaning between institutions and publics, highlighting the importance of
participation and deliberation in sustaining legitimacy and social trust. Habermas’s
theory of communicative action similarly positions communication as oriented
towards mutual understanding through transparency, sincerity, truthfulness, and
rational deliberation.®> These principles strongly underpin risk communication and
societal resilience scholarship, where institutional legitimacy and behavioural compli-
ance depend heavily on public trust and credible communication practices during
crises.”®> At the same time, critical discourse approaches stress that communication
environments are also structured by relations of power, authority, and exclusion,
which shape which narratives become dominant, legitimate, or marginalised within
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society.** From this perspective, cognitive warfare can be understood not only as infor-
mational manipulation, but also as a struggle over interpretative authority and the pro-
duction of socially accepted reality. The same can apply to the development of narratives
about risk, a process that is often referred to as “riskification”.®®> More recent socio-tech-
nical and networked approaches further demonstrate that communication increasingly
emerges through interactions amongst institutions, digital platforms, algorithms,
media systems, and distributed social actors, producing communication environments
that are recursive, networked, and dynamically amplified through digital infrastructures.
The social amplification mechanism developed later in this article returns to this
dynamic, specifying how these socio-technical properties function as an active lever of
both cognitive vulnerability and communication readiness, rather than merely a back-
ground condition.*®

Table 1 Summarises how these theoretical traditions map onto the three fields, iden-
tifying the primary analytical function each model performs within cognitive warfare,
risk, and crisis communication, and societal resilience literature respectively.

Taken together, these theoretical traditions show that communication performs
multiple analytical functions: it transmits information, shapes attention and interpret-
ation, constitutes shared meanings, establishes or contests authority, and co-ordinates
relations across institutional and socio-technical networks. The next section identifies
the levels at which these communicative functions generate vulnerability or support
preparedness.

Table 1. Primary analytical functions of communication models across cognitive warfare, risk

communication, and societal resilience literature (what the communication does).

Communication
Model

Cognitive Warfare

Risk & Crisis Communication

Societal Resilience & Civil
Preparedness

Transmission
Influence &
persuasion

Speech acts

Ritual & symbolic

Social construction

Dialogic &
participatory

Communicative
action

Discourse & power

Networked & socio-
technical

Narrative targeting;
behavioural manipulation;
attentional capture

Destabilising declarations;
coercive signalling

Identity exploitation;
symbolic manipulation

Competing truth regimes;
legitimacy contestation

Disruption of deliberative
conditions

Erosion of deliberative and
legitimacy conditions

Struggle over interpretative
authority; narrative
dominance

Platform exploitation;
algorithmic amplification

Rapid alert dissemination;
signal fidelity under crisis
conditions

Message framing; protective
behaviour compliance

Operational directives;
evacuation and shelter
orders

Symbolic trust-building and
institutional continuity

Risk framing; public
interpretation of evolving
threats

Two-way communication;
public engagement during
crises

Transparency; institutional
credibility; public
deliberation

Authority and framing
structures in crisis
messaging

Digital coordination; multi-
channel dissemination

Continuity of communication
systems during shocks

Preparedness behaviour
promotion; norm adoption

Institutional emergency
announcements; policy
authorisation

Civic identity reinforcement;
preparedness culture
embedding

Shared risk norms;
institutionalisation of
preparedness expectations

Participatory governance;
community-based
preparedness

Democratic resilience; trust in
governance institutions

Inclusion and exclusion in
preparedness narratives

Cross-sector network
co-ordination under
distributed stress
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Where communication operates: levels of analysis

The communication functions identified above operate at different, but interconnected
levels of analysis. We distinguish four levels: cognitive or individual, group or commu-
nity, institutional, and societal. This distinction clarifies where communicative vulner-
abilities arise, where preparedness capacities can be built, and how processes at one
level may affect outcomes at another.

Figure 1 synthesises these relationships by positioning communication readiness as a
capability spanning all four analytical levels.

Communication readiness, therefore, emerges from the alignment of capacities across
all four levels rather than residing within any single one. Having established where com-
munication operates, the following section examines the mechanisms through which it
produces vulnerability and preparedness outcomes.

How does communication generate outcomes: identifying key
mechanisms

The socio-cognitive infrastructure outlined in the preceding section is continuously acti-
vated, disrupted, amplified, and potentially stabilised through recurrent mechanisms that
permit communication to generate its outcomes.

We propose a framework based on five interconnected socio-cognitive mechanisms:
exposure, interpretation, affective activation, social amplification, and behavioural and
organisational response. These mechanisms elucidate how communication environ-
ments shape the ways individuals and groups perceive reality, interpret threats, regulate
emotional responses, co-ordinate behaviour, and maintain institutional legitimacy under
conditions of stress and contestation.

Importantly, the model illuminates where communication readiness capacity can
intervene to reduce communicative fragility, stabilise collective sense-making, and
strengthen societal preparedness. This perspective aligns with research showing that
information ecosystems are both vulnerability surfaces and resilience infrastructures.®”

LEVELS OF ANALYSIS COMMUNICATIVE PROCESSES LINKING CAPABILITY PREPAREDNESS CAPACITIES POTENTIAL OUTCOMES
(Where capacities and vulnerabilities are located) (How communication operates at each level) (Across all levels) (What can be built at each level) (Vulnerability or resilience)

1 CORNITIVE { NDIVIDUAL Attention, information processing,
Beliefs, attention, emotions,

Aligns capacities Critical thinking, media literacy, R?“":‘;“i"‘ﬁ"“r |
: | t,
p i sensemaking, identity formation, across levels emotional resilience, > Ifgogmen judgient,
interpretation, identity, it ol interpretive flexibilty resistance to
media literacy SIERCE SHnes manipulation
—

o) 2 CROUP/COMMUNITY (ixteraction discission; Trusted communication Cotesive GomamIniiss.
Social relations, norms, meaning-making, collective COMMUNICATION \EESERLE SRR Y Ly shared Understanding,
community networks, sensemaking, social READINESS mutual support, collective resilience

shared narratives, influence collective efficacy
local trust

The capability to access,
understand, evaluate,

3. INSTITUTIONAL and act on information

A Information management, Credible communication,
e through trusted
it m Orgayzations, pelicies risk communication practices, =3 Sk —5 effective coordination, Ny < iz:::;::ff:"f‘fmc
Y e accountability adaptive procedures = B
4. SOCIETAL o y
000 S Public discourse, strategic Enables feedback Civic preparediness, PP societa resilence,
ol g communication, norms, and learning resilient information > m democratic stabilty,
P civic education, societal acioss levels ecosystems, inclusive

ecosystem, norms, long-term preparedness

laws and infrastructure Mustbilidiog governance, social trust

Figure 1. Communication readiness linking levels of analysis. Communication readiness is a core capa-
bility that aligns communicative processes, preparedness capacities, and outcomes across the cogni-
tive/individual, group/community, institutional, and societal levels, shaping whether these levels
produce vulnerability or resilience.
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The very mechanisms through which cognitive disruption spreads, such as uncertainty
amplification, narrative contestation, and trust erosion, therefore also constitute key
leverage points for preparedness and resilience-building interventions.*® In this frame-
work, communication readiness is conceptualised as the socio-cognitive capability, intro-
duced above, enacted through recursive communicative practices that sustain stable
societal structures and thereby support their resilience.

Although analytically separated for clarity, the mechanisms described below are
mutually reinforcing rather than strictly linear: exposure shapes interpretation; interpret-
ation conditions trigger emotional activation; emotional responses intensify risk amplifi-
cation dynamics; and behavioural responses reshape future communication
environments and trust conditions over time. The mechanisms are linked through a
common communicative logic: disruption affecting one mechanism alters the conditions
under which subsequent communication is interpreted, trusted, amplified, and acted
upon. Conversely, communication readiness can intervene at each mechanism to pre-
serve interpretive coherence, trust, and co-ordinated response, thereby reducing the like-
lihood that local communicative disruption escalates into broader societal vulnerability.
Accordingly, the framework is intended for contexts characterised by sustained informa-
tional contestation in which communication influences preparedness, trust, and collec-
tive co-ordination. It is not intended to explain all communication crises; rather, it
proposes that communicative disruption is more likely to escalate when communication
readiness is weak, whereas higher levels of communication readiness can moderate or
interrupt escalation across the five mechanisms. Figure 2 summarises the proposed
framework and illustrates how communication readiness capacities may intervene
across the socio-cognitive chain through which vulnerability and resilience co-evolve
within contested communication environments.

Exposure refers to the patterned contact of individuals and groups with narratives,
frames, symbols, and informational cues distributed through media systems, institutional
messaging, digital platforms, and interpersonal networks. In contemporary conflict
environments, such exposure is rarely neutral: visibility, repetition, salience, and infor-
mational prioritisation are increasingly shaped by algorithmic amplification, agenda-

How communication environments shape preparedness outcomes
through cognitive warfare dynamics

EXPOSURE INTERPRETATION AFFECTIVE SOCIAL BEHAVIORAL &
| ACTIVATION AMPLIFICATION ORGANIZATIONAL PREPAREDNESS
< RESPONSE OUTCOMES
ol - a
"w o @ o - Fo > oz
0-0 |  aan

Patterned contact Cognitive processing: Emotional responses Interpretations are | Individual and collective
with narratives, assigning meaning, (e.g., fear, anger, circulated, validated, responses: trust, « Effective preparedness
frames, symbols, and causal attributions, outrage, humiliation, amplified, and risk perception, « Resilient decision-making
informational cues evaluating actors, threat) shape attention, re-signified through information sharing, <'Soclal cohesion S trust:
across media, threat, legitimacy, | salience, and reliance networks, platforms, compliance, action, - L
B s 49 g e o « Institutional continuity
institutions, platforms, and responsibility on heuristic over institutions, and coordination, legitimacy,

« Capacity to respond
under uncertainty

and interpersonal based on schemas, deliberative processing. peer
channels. biases, and identity.

Figure 2. Communication-readiness mechanisms. The figure depicts exposure, interpretation,
affective activation, social amplification, and behavioural and organisational response as interacting
mechanisms that jointly and recursively shape preparedness outcomes in cognitively contested
environments.
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setting dynamics, selective dissemination, and attentional competition.*” Exposure there-
fore represents more than informational contact: it constitutes the initial structuring of
the communicative environment within which collective sensemaking emerges, privile-
ging some interpretations while excluding others.”” Communication readiness at this
stage rests on trusted communication channels, information clarity, and institutional
consistency, including multiple, redundant channels and local crisis information
centres, to reduce informational saturation and selective exposure effects during crises.”!

Exposure alone does not determine behavioural outcomes. Individuals and groups
must interpret the information to which they are exposed by assigning meaning, evalu-
ating credibility, identifying causal responsibility, assessing legitimacy, and determining
threat relevance. Interpretation is shaped by pre-existing schemas, identity commit-
ments, selective attention, framing effects, and cognitive biases, influencing not only
what audiences know, but how they make sense of what they know.”* Strategic actors
may exploit these vulnerabilities through narrative narrowing, selective contextualisa-
tion, and ambiguity injection designed to increase interpretive divergence and weaken
shared understandings of reality, an effect compounded when fragmented institutional
communication and contradictory authority structures erode confidence in official inter-
pretive frameworks.”> Communication readiness at this stage therefore depends less on
informational volume than on interpretive coherence: transparency, contextualisation,
critical thinking capacities, verification practices, and trusted institutional communi-
cation that caters to audiences’ informational needs.”*

Communication environments shape not only cognition, but also emotions, which
serve a communicative function in directing behaviour.”” Affective activation refers to
the emotional processes through which certain cognitive and behavioural responses
are prioritised over others. Fear, anger, humiliation, moral outrage, and perceived exis-
tential threat influence attentional scope, salience attribution, working memory, and eva-
luative judgment, favouring heuristic over deliberative processing under stress and
uncertainty:’® narratives become influential not only through their informational
content, but because they activate affective states that make certain interpretations feel
urgent, credible, and normatively compelling.”” Left unmanaged, emotional escalation
may intensify polarisation, reduce ambiguity tolerance, and reinforce in-group and
out-group dynamics, increasing susceptibility to manipulative narratives. Communi-
cation readiness may partially mitigate these dynamics through coherent communi-
cation, institutional credibility, empathetic = messaging, and transparent
acknowledgement of uncertainty, which reduces panic and supports more stable collec-
tive interpretation during crises.”® Emotional stabilisation is thus a central component of
preparedness within cognitively contested environments.

The fourth mechanism, social amplification, operationalises the recursive, platform-
mediated communication environments through which information frames spread
and become established, so that this socio-technical structure becomes an active driver
of outcomes rather than a background condition. Communication effects do not
remain confined to individual reception; they are amplified, normalised, contested,
and re-signified through repeated sharing, commentary, algorithmic boosting, elite sig-
nalling, and community validation. This mechanism resonates with the social amplifica-
tion of risk framework,”® which shows how communication processes, media systems,
and social interactions may amplify or attenuate societal perceptions of risk beyond
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the original triggering event. Within cognitively contested environments, amplification
dynamics may intensify uncertainty, accelerate emotional contagion, reinforce polaris-
ation, and destabilise shared interpretive frameworks, as adversarial actors exploit plat-
form algorithms, co-ordinated networks, and emotionally resonant content to sustain
prolonged cycles of visibility and engagement. Communication readiness here depends
on the resilience of communication environments themselves: trusted institutional
mediation, participatory communication practices, cross-sector co-ordination, and resi-
lient local communication networks help slow destabilising amplification by reinforcing
verification practices and sustaining shared interpretive reference points.

Table 2. Communication-readiness mechanisms and their contribution to societal resilience in

cognitively contested environments.

How vulnerability Communication- Preparedness

Mechanism What it describes emerges readiness interventions outcomes

1. Exposure Patterned contact with  Selective exposure, Trusted communication ~ Greater exposure to
narratives, frames information channels; exposure to trusted
and information overload, coherent and credible information;
across media, fragmented information; message reduced
institutions, institutional clarity and susceptibility to
platforms and messaging and consistency; whole manipulative
interpersonal algorithmic communication- narratives;
networks. Shapes amplification of environment improved
the informational manipulative or approach. preparedness
environment where emotionally awareness.
sensemaking begins. charged content.

2. Interpretation  Processes through Cognitive biases, Transparency, Stabilised collective

3. Affective
activation

4. Social
amplification

5. Behavioural
and
organisational
response

which individuals
assign meaning,
assess credibility,
evaluate
responsibility and
determine threat
relevance.

Emotional processes
that give
communication
cognitive and
behavioural force
(fear, anger,
outrage, threat
perception).

Circulation and
reinforcement of
narratives through
social networks,
institutions and
digital platforms.

Individual and
collective outcomes
shaped by the
previous
mechanisms (trust,
compliance,
coordination,
preparedness
behaviour).

identity filters,
ambiguity,
contradictory
authorities,
narrative
contestation and
interpretive
fragmentation.
Emotional escalation,
polarisation,
reduced ambiguity
tolerance, heuristic
decision-making
under stress.

Emotional contagion,
algorithmic
boosting, echo
chambers,
polarisation,
recursive
amplification of
uncertainty.

Declining institutional
legitimacy, reduced
coordination
capacity,
maladaptive
behaviours,
weakened crisis
response.

contextualisation,
critical thinking
support, verification
practices, coherent
institutional
messaging tailored to
audience needs.

Empathetic and
transparent
communication;
acknowledgement of
uncertainty;
emotionally intelligent
messaging; trust-
based engagement.

Trusted institutional
mediation;
participatory
communication; cross-
sector coordination;
resilient local
communication
networks.

Continuous
communication
readiness;
coordination across
institutions and
society; trust-building
communication
ecosystems.

sensemaking;
reduced
interpretive
fragmentation;
improved
legitimacy of
official information.

Emotional
stabilisation;
reduced panic and
polarisation;
improved public
receptivity to
guidance.

Slower
misinformation
cascades; stronger
shared reference
points; sustained
collective trust.

Strengthened
institutional
legitimacy;
sustained trust and
compliance;
coordinated,
adaptive response
capacity under
uncertainty.
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Finally, behavioural and organisational response refers to the individual and collective
consequences that emerge when repeated exposure, interpretation, affective activation,
and social amplification interact over time. These responses may include shifts in
trust, risk perception, verification practices, information sharing, and compliance with
strategic narratives, as well as institutional legitimacy, co-ordination capacity, and the
ability of organisations and communities to respond effectively under contested informa-
tional conditions.*® This stage is particularly significant because it connects cognitive
warfare dynamics to societal resilience outcomes, showing how communication environ-
ments may either undermine or strengthen the practical capacity of societies and insti-
tutions to orient, decide, co-ordinate, and act under pressure.81 Preparedness
outcomes therefore depend, not solely on the presence or absence of hostile narratives,
but on the broader communicative conditions through which societies sustain co-ordi-
nated collective action during crises. Communication readiness, in this sense, becomes
a core preparedness capability operating across cognitive, group/community, insti-
tutional and societal levels simultaneously. Table 2 synthesises the five communi-
cation-readiness mechanisms, showing how each may generate vulnerabilities under
conditions of cognitive warfare and how corresponding communication-readiness
capacities may contribute to societal resilience.

Reading across the table shows that the same communicative mechanisms through
which cognitive disruption may propagate can also constitute points of intervention
for preparedness and resilience. Exposure, interpretation, affective activation, social
amplification, and behavioural and organisational response may each generate specific
vulnerabilities when exploited or destabilised, while corresponding communication-
readiness capacities can help sustain trust, interpretive coherence, emotional stability,
co-ordination, and collective action under uncertainty. Levels and mechanisms serve
different analytical purposes. Levels identify where communication-related vulnerabil-
ities and capacities are located, whereas mechanisms explain how communication gen-
erates vulnerability or preparedness across those levels. A single mechanism may
therefore operate simultaneously at multiple levels. Table 3 synthesises how each of
the five mechanisms manifests across these four levels, mapping where vulnerability
emerges and where communication readiness can intervene.

Practical implications for defence against cognitive warfare and for
societal resilience

The framework presented in this article should be understood as a conceptual lens rather
than a prescriptive operational model. Its primary contribution is to organise fragmented
insights from the literature into an integrated understanding of how communication
infrastructures shape societal resilience under cognitive warfare. As argued throughout
this paper, communication readiness shifts attention from militarised approaches
focused primarily on countering adversarial manipulation towards preparedness frame-
works that strengthen resilience across multiple levels of society.

Here we illustrate some practical implications for societal resilience to cognitive warfare:

(1) Communication readiness is a socio-cognitive capability operating across civilian,
institutional, informational, and military domains. As such, it arises from sustaining
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Table 3. Communication readiness mechanisms across levels of analysis.

Cognitive Group/Community Institutional Societal
Mechanism level level level level
1. Exposure Attention, salience, Shared Trusted channels, Inclusive information

2. Interpretation

3. Affective
activation

4. Social
amplification

5. Behavioural &
organisational
response

selective exposure,
information
processing

Meaning-making,
credibility
assessment,
framing, cognitive
biases

Fear, anger,
uncertainty,
heuristic
processing,
emotional
regulation

Reinforcement of
perceptions
through repeated
exposure and
cognitive biases

Trust, risk
perception,
compliance,
verification and
information-
sharing behaviours

communication
environment;
interpersonal and
local information
networks
Collective
sensemaking,
shared narratives,
identity-based
interpretation
Emotional contagion,
polarisation, in-
group/out-group
dynamics

Sharing, validation,
contestation, social
diffusion of
narratives

Collective
preparedness,
co-ordination,
mutual support

message consistency,
multichannel
communication,
information centres

Transparency,
contextualisation,
coherent messaging,
audience-oriented
communication

Empathy,
acknowledgement of
uncertainty, trust-
building, emotional
stabilisation

Cross-sector
co-ordination, trusted
mediation, verification
practices

Organisational
legitimacy, crisis
response capacity,
co-ordinated decision-
making

environment and
equitable access to
reliable information

Stable interpretive
frameworks and
reduced narrative
fragmentation

Reduced collective
anxiety and greater
social cohesion
during crises

Resilient
communication
ecosystem limiting
misinformation,
polarisation and
cascading risk
perceptions

Societal resilience,
co-ordinated
collective action,
institutional
legitimacy and
adaptive
preparedness

(2)

()

the communicative conditions through which societies maintain shared meaning,
legitimacy, and co-ordinated collective action under uncertainty.

Following on the above point, we contend that communication readiness is the back-
bone of the societal resilience architecture, not merely an instrument of influence
management, a matter of infrastructural continuity as in NATO’s baseline require-
ments, or a question of media literacy. Preparedness against cognitive disruption
instead requires strengthening the communicative infrastructures through which
uncertainty is interpreted, trust is maintained, emotional escalation is managed,
and collective responses are co-ordinated across cognitive, community, institutional,
and societal levels. Vulnerability arises not only from exposure to hostile content or
disruption of physical networks, but from fragmentation, incoherence, recursive
amplification dynamics, and the erosion of shared interpretive reference points.
Existing societal resilience frameworks should be reformed to include communi-
cation-readiness indicators, not only technical communication capacity, but also
trust stability, communication coherence, uncertainty management, institutional
credibility, amplification dynamics, and emotional escalation patterns. This aligns
with recent discussions on psychological defence, cognitive resilience, and demo-
cratic governance within Nordic total defence models, where public trust, prepared-
ness education, and co-ordinated crisis communication are increasingly treated as
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strategic security assets. The five mechanisms proposed in this framework provide a
conceptual basis for such assessment instruments: rather than prescribing standar-
dised metrics, they point to what should be examined, namely institutional trust
under informational stress, consistency of communication across authoritative
actors, and the resilience of local communication networks. These vulnerabilities
are not purely informational; they are socio-cognitive conditions affecting how
societies process uncertainty, sustain legitimacy, and co-ordinate behaviour during
crises.

(4) Within defence and civil preparedness operational planning and exercises, communi-
cation readiness should be tested as a preparedness function in cognitively contested
environments. Existing exercises often focus on adversarial narratives or disinforma-
tion content, with less emphasis on how uncertainty, contradictory information,
emotional escalation, and institutional incoherence affect collective interpretation,
and co-ordination under pressure. Exercises could incorporate communication-readi-
ness injects, such as contradictory institutional guidance, information overload, frag-
mented authority structures, or rapidly evolving uncertainty, shifting evaluation from
message delivery towards institutions’ broader ability to sustain communicative coher-
ence and co-ordinated decision-making under contested conditions. Narrative stress-
testing would then serve, not only to identify hostile influence campaigns, but also to
assess the resilience of communication ecosystems themselves, evaluating how systems
respond when informational environments become saturated, emotionally charged, or
epistemically unstable. This implies treating communication as a strategic prepared-
ness capability, integrated into resilience planning and operational readiness, not
merely an informational support function.

Despite its analytical utility, the framework proposed here remains conceptual and
exploratory rather than predictive or empirically validated. The mechanisms identified
are intended to provide an interpretive structure for understanding how communication
environments shape societal vulnerability and preparedness across cognitively contested
contexts, rather than a deterministic causal model applicable uniformly across all crises
or political systems. The relative influence of each mechanism is likely to vary according
to cultural, institutional, technological, and geopolitical conditions, as well as the specific
characteristics of particular crises or influence operations. Moreover, the framework does
not attempt to capture exhaustively all dimensions of cognitive warfare, but instead
focuses specifically on the communicative and socio-cognitive dynamics linking infor-
mation environments to societal resilience. Future empirical research, comparative
case studies, simulation environments, and operational exercises will therefore be necess-
ary to refine further, operationalise, and test the framework across different preparedness
contexts. Future research should translate the conceptual dimensions proposed here into
operational indicators and validated assessment instruments suitable for different organ-
isational and national contexts.

Conclusions

This paper has argued that cognitive warfare operates, not only through hostile narratives
and disinformation, but through the exploitation of underlying communicative fragilities
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in trust, uncertainty management, collective sensemaking, emotional regulation,
and societal co-ordination. Rather than treating communication solely as an
instrument of influence, the paper reframes communication readiness as a socio-cogni-
tive preparedness capability and develops a mechanism-based framework showing how
exposure, interpretation, affective activation, social amplification, and behavioural and
organisational response, jointly shape preparedness outcomes. Crucially, the same mech-
anisms that enable cognitive disruption also offer leverage points for resilience: com-
munication readiness and risk communication capacities can stabilise collective
sensemaking, reduce communicative fragility, and enhance preparedness under
uncertainty.

The analysis further shows that many dynamics central to cognitive warfare scholar-
ship have long been examined in risk communication and crisis management research.
Extensive empirical work on disasters, pandemics, and public emergencies demonstrates
that trust, transparency, message coherence, participatory engagement, and uncertainty
management significantly shape behaviour and institutional legitimacy during crises.
However, these insights have rarely been translated into defence-oriented frameworks
as core capabilities of cognitive security and societal resilience.

Accordingly, the paper contributes to ongoing discussions on societal resilience, cog-
nitive security, and strategic communication by proposing a translational bridge across
these domains. It extends STRATCOM and resilience approaches beyond primarily
offensive or counter-disinformation paradigms, emphasising the importance of resilient
communication environments capable of sustaining trust, shared meaning, institutional
legitimacy, and co-ordinated action under informational contestation. This perspective
aligns with emerging whole-of-society resilience frameworks in NATO, the European
Union, and Nordic preparedness strategies, and is consistent with recent defence analyses
stressing the need to integrate institutional, technological, and societal dimensions of
cognitive resilience.®”

Several research directions appear particularly relevant. Future studies could examine
how communication readiness operates across different political cultures and resilience
models; how trust dynamics evolve during prolonged cognitively contested crises; how
preparedness exercises may operationalise communication-readiness assessments; and
how communication environments interact with emerging technologies, algorithmic
amplification, and Al-driven influence operations. Addressing these questions will be
essential to translating communication readiness from a conceptual framework into an
operational capability for societal resilience.
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